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QUYET PINH

Ban hanh Quy dinh vé viéc dam bao an toan, an ninh thong tin
trén moi treong mang may tinh tai S& Tai chinh Thura Thién Hué

GIAM DPOC SO TAI CHINH

Cin cr Nghi dinh s§ 64/2007/ND-CP ngay 10 thang 4 nam 2007 cua
Chinh phit quy dinh vé tng dung cong nghé thong tin trong hoat dong cua co
quan nha nudc;

Can cu Nghi dinh s6 33/2002/ND-CP ngay 28/3/2002 ciia Chinh phu
vé viéc quy dinh chi tiét thi hanh Phap 1énh bao vé bi mat Nha nudc;

Cén ctr Quyet dinh s& 2072/QD-UBND, ngay 16/10/2014 ciia UBND
tinh Thira Thién Hué v& viéc Ban hanh Quy dinh dam bao an toan, an ninh
thong tin trén moi trudng mang trong hoat dong ciia cdc co quan nha nudc
trén dia ban tinh Thira Thién Hué;

Cin ¢t Quyét dinh sb 3317/QD-BTC, ngay 24/12/2014 cua B truorng
Bo Tai chinh ban hanh Quy dinh vé viéc ddm bdo an toan thdong tin trén moi
trudng may tinh va mang may tinh;

Cén cu Quyet dinh sé 2797/QD-UBND ngay 21/ 12/2009 cua Uy ban
nhan dan tinh vé viéc qui dinh chirc ning nhiém vy, quyén han va co cdu td
chirc bd mdy clia S& Tai chinh Thira Thién Hué; S

Theo d nghi ciia Chanh Vin phong So va Truong phong Tin hoc — \\\\
Théng ké Tai chinh, h

QUYET PINH:

Pidu 1. Ban hanh kém theo Quyét dinh ndy Quy dinh v& viéc dam bao
an toan, an ninh thong tin trén mdi trudng mang may tinh tai S& Tai chinh
Thira Thién Hué .

Piéu 2. Quyét dinh ndy c6 hiéu luc thi hanh ké tir ngay ky.

Piéu 3. Chanh Van phong, Chanh Thanh tra, Truéng phong cac phong
thudc S&, cac td chirc va ca nhan c6 lién quan ch1u trach nhiém thj hanh Quyét
dinh nay./.

Noi nhin:

- Nhu Diéu 3;

- Gidm déc, PGD So;

- Lwu: VT, THTK, Diing (15);

lown

—
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UBND TINH THUA THIENHUE = CONG HOA XA HOI CHU NGHIA VIET NAM
SO TAI CHINH Poc 1dp - Tu do - Hanh phuc

Thira Thién Hué, ngay thdng ndm 2015

.QUY CHE

vé viéc ddm bdo an toan, an ninh thong tin
trén mdi trrdng mang may tinh tai S& Tai chinh Thira Thién Hué
(Ban hamh kém theo Quyét dinh s6 43 /OD-STC, ngay 30 théng 4 ncim 2015
ciia Gidm déc Sé Tai chinh)

Chwong I
NHUNG QUY DPINH CHUNG

Piéu 1. Muc tiéu, ddi twong va pham vi ap dung:

1. Muc tiéu: Quy ché nay quy dinh théng nhét hoat dong quan Iy, vén
hanh va st dung mang may tinh va dam bdo an toan toan, an ninh thong tin
trén moi trudong mang tai S& Tai chinh, dam bao dudng truyén két ndi cua S&
hoat dong thdng subt, chét luong, va phuc vu hiéu qua céc chuong trinh ting
dung cong nghé¢ thong tin cda nganh Tai chinh va UBND tinh.

2. Déi tuong ap dung: tit ca cac don vi két ndi vao mang may tinh S& Tai
chinh, bao gdm cac phong ban thudéc S& Tai chinh, Phong K& hoach - Tai
chinh quan, huyén, thi x4 va cac td chirc lién quan.

3. Pham vi ap dung: hoat dong quén ly, van hanh, st dung mang may
tinh S& Tai chinh.

Piéu 2. M3i can bd cong chirc thudc S& trong qua trinh sir dung may tinh
dé phuc vu cong viéc duoc cdp quyén truy cdp cac dich vu sau: File Server
(dia chi \\10.33.192.11\Public_Data), tra ctru thong tin trén Internet, Email
cdng vy, Trang Thdng tin dién tr S& Tai chinh http:/stc.thuathienhue.gov.vn,
Chia sé tép va In 4n qua mang, cdc phan mém dung chung cia tinh, FAX
Server... '

Céc dich vu chuyén nganh Tai chinh nhu: Cac Gng dung TABMIS, tra
ctru Kho dir liéu Tai chinh Ngan sach, Pang ky quan ly tai san cong, Quan ly
gi4 ca thi trudng, Pang ky cbng trinh nude sach nong thén, phan mém dy toan
ngudn ngan sach, cdp mi sb quan hé ngan sach... chi cung cdp cho cic can bd

1



dugc phan cong st dung cho muc dich céng viéc, duge Phong Tin hoc -
Thong ké Tai chinh cip quyén hozc dang ky sur dung theo chi dao cua lanh
dao S& Tai chinh.

Piéu 3. Viéc truy cap céac dich vu trén mang dugc thyc hién theo co ché
phan quyén dén timng nguoi st dung. Céc phong thugc S& Tai chinh ¢6 trach
nhiém thong bdo nhitng trudng hop thay dbi vé nhan su d& Phong Tin hoc —
Théng ké Tai chinh can ctr d& cdp quyén, sira dbi hodc huy bé quyén su dung
dich vu mang cho phu hop.

Piéu 4. Viéc khai thac va sir dung dich vu mang va tai nguyén mang phai
tuén thi nhitg quy dinh chung vé khai thac va st dung dich vu mang va tai
nguyén mang theo dung quy dinh cia phéap luat va nhitng quy dinh cu thé
dudi day.

Chwong 11
NHUNG QUY PINH CU THE

Piéu 5. Nguoi sir dung duge cdp quyén truy cdp hé théng mang may tinh
S& Tai chinh, phai tuan tha cac quy tic nhim dam bao quyén truy cdp ca nhan
tai diéu 6, diéu 7 cia quy dinh nay.

Pidu 6. Viéc sir dung mat khau 1a bét budc. M4t khdu phai co do dai tdi
thiéu 1a 8 ky tu (bao gdm chir thudng, hoa, sd, ky tu dac biét). Phai cung cép
tén ding ky (user) va mét khau (password) khi truy nhap vao cac ing dung va
dich vu trén mang. P& dam bao an toan, ngudi st dung co trach nhiém thay
ddi mat khdu cac dich vu img dung sau khoang thoi gian 72 ngay.

Piéu 7. Khi két thuc 1am viéc vai cac umg dung hay dich vu trén mang,
yéu ciu ngudi dung phai thuc hién thao tac thoat khoi (logout, dang xuat) ing
dung hoic dich vu mang trudc khi rdi khoi may. Khong duoc dé may trong
tinh trang dang truy cap ung dung hodc dich vu mang khi minh ving mit,
tranh truong hop bi loi dung tén dang nhap va mat khau.

Piéu 8. Nguoi sir dung chi dugc luu trén mang nhimg tai liéu lién quan
dén cong viéc. Khong tiy tién tai 1én (copy) vao may chu nhitng dit liéu, phan
mém khong phuc vu cho cong viéc.

- Hang thang ngudi sir dung phai kiém tra, loai bo nhitng di liéu cii khong
can thiét luu trén mang ciing nhu trén mdy tram ca minh dé giai phong chd
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tréng trén dia cung.

Pidu 9. Quy dinh vé dam bao an toan, an ninh théng tin déi véi hé théng
mang LAN:

1. Tat ca cac don vi két ndi vao mang Sé& tai chinh:

a. Dam bao an toan cho hé thong, thiét bi tin hoc vé ngudn dién, nhiét do
mdi trudng, chéng sét, tudn tha cac quy trinh van hanh hé théng, thiét bi theo
huéng dan cta don vi trién khai, lap dit hodc cdc quy dinh cta nha san XUt
thiét bi.

b. Bao vé€ mang ndi by cia don vi tai diém két ndi ha téng truyén thong
cia Bo Tai chinh, mang dién rong cia UBND tinh va diém két ndi Internet
bing tuong Ittra hoic cac hé thdng tuong tu.

c. Cap nhat thudng xuyén céc ban vé 13i cho mdy tinh ndi mang clia don
vi, dam bao khong phat tan, lan truyén virus vao hé théng mang LAN.

2. Céac don vi cdp huyén phai trang b luu dién, diéu hoa, lip dat chéng
sét cho thiét bi truyén thong.

3. Can bd quan trj hé théng mang LAN:

a. Phai tuén th cac nguyén tic chung ctia nha nuéc, Tinh iy, UBND tinh
va ctia B Tai chinh vé an toan, an ninh thong tin trén méi trudng mang.

b. Phai str dung céac giao thirc bdo mat cho hoat dong quan tri tur xa.

* 4. Pé& dam bao an toan dir lidu nguoi sir dung nén sao luu nhitng dit li¢u
quan trong ciia minh vao céc 8 dia mang (dugc bao vé bing co ché sao luu dit
liéu dinh ky); st dung chuong trinh diét vi rut theo hu(mg din cta Phong Tin
hoc ~— Théng ké Tai chinh; tuan thi quy dinh bao vé quyén truy nhdp tai cac
diéu 5, 6, 7 clia quy dinh nay.

Piéu 10. Bio vé bi mit nha nudc trong hoat dong ung dung coéng nghé
thong tin

I

1. Quy dinh vé soan thdo, in 4n, phat hanh va sao chup tai li€u mat:

a. Khong duoc st dung may tinh ndi mang Internet dé soan thao vin ban,
chuyén giao, Iuu trir thong tin c6 ndi dung thugc bi mat nha nuéc; cung cap



tin, tai liu va dua thong tin bi mét nha nudc trén Trang thong tin dién t,
website, blog, email ca nhan.

* b. Khong duoc in, sao chup tai liéu bi mat nha nudc trén céc thiét b két
nbi mang Internet (nhu smartphone, may tinh bang...).

2. Khi stra chita, khic phuc céc su ¢b cua may tinh dung soan thao van
ban mat, cac co quan phéi bdo cdo lanh dao S¢. Khdng dugce cho phép cac
cong ty tu nhan hodc nguoi khong c6 trach nhiém truc tiép sira chira, xi 1y,
khéc phuc sur cd.

3. Trude khi thanh ly cac may tinh trong S& Tai chinh, can bd chuyén
trach cong nghé thong tin phai dung cac bién phap ky thuit xo4 bo vinh vién
dit liéu trong 6 cimg may tinh.

Piéu 11. Hét mot budi lam viéc ngudi st dung cac thao tac tit may tinh,
va cac thiét b dién lién quan khac theo quy dinh cta S&. Sau d6 kiém tra toan
b hé théng dién trudc lac ra khoi phong. Ngudi duge giao quan ly may tinh
chju trach nhiém vé qua trinh sir dung va hoat ddng ctia may.

Piéu 12. Trong qua trinh lam viéc, khi xay ra sy c6 v& may tinh, mang
hay tng dung chay trén mang, can lién hé v&i Phong Tin hoc - Théng ké Tai
chinh qua sé dién thoai (054) 3.825234 dé cung phéi hop xir ly, giai quyét.

Trong truedng hop may héong héc khong st dung dugc thi ngudi st dung
phai viét gidy dé nghi, yéu cau theo miu S& Tai chinh ban hanh.

Piéu 13. Nghiém cdm cac hanh vi sau day:

1. Sir dung tén dang ky (user name) va mat khéu (password) cuia ngudi
khéc khi khéng duoc Gy quyén.

2. Tu ¥ tim cach thdm nhép va doc nhitng phén tai liéu nim ngoai pham
vi dugc phép cia minh.

3. Tu y thay dbi cdu hinh méy tinh va cai dat cac phin mém khong c6 su
ddng y ctia Phong Tin hoc - Théng ké Tai chinh. '

4. Str dung hé théng mang dé tiét 16 thong tin mat ra bén ngoai hodc giy
rdi trét tu, vi pham dao dure, thudn phong, my tuc.



Chuong II1
TO CHUC - THUC HIEN
Piéu 14. Phong Tin hoc - Théng ké Tai chinh c6 trach nhiém:

- 1. Phéi hop cac phong ban thudc So Tai chinh trién khai thuc hién quy
dinh nay.

2. Quan ly, van hanh hé théng mang, dam bao hé théng hoat dong thong
sudt, cung cdp dich vu phti hop t6i timg ngudi sir dung thudc S& Tai chinh.

3. Cai dit, huéng dan st dung va hd tro khic phuc sy ¢b may tinh, hé
thdng mang.

4. Pam bao bao mat cac ndi dung thong tin da dugc dua 1én may cha.

5. Theo ddi, dinh ky 6 thang, 1 ndm bao cdo Giam déc S tinh hinh khai
thac, sir dung irng dung va dich vu mang.

_ Pidu 15. Chanh Vin phong, Chénh Thanh tra, Truéng cac phong thudc
S& ¢6 trach nhiém: phé bién t6i timg can bg, cong chirc, vién chirc, nhan vién
cia don vi; thudng xuyén kiém tra viéc thuc hién quy dinh nay tai don vi;

chiu trach nhiém truéc phap ludt va Lanh dao Sé& Tai chinh vé cac vi pham,

thit thoat thong tin, dit liéu mét thudc pham vi quan 1y cia don vi do khong té\"ﬁj'f?

chue, chi dao, kiém tra can bd cua don vi thuc hién dung quy dinh.

Pidu 16. Trong qua trinh thuc hién Quy dinh, néu phat sinh c4c vén dé

vudng mac can phan anh vé lanh dao S& Tai chinh dé stra doi, bo sung khi cin
thiét.

Piéu 17. Tép thé, ca nhan vi pham quy dinh dam bao an toan thong tin
lam dnh huong dén viéc thuc hién nhiém vu chinh tri cua S¢ Tai chinh hoac
gdy phuong hai dén an ninh qudc gia thi tiy theo tinh chat, mirc do clia hanh
vi vi pham s& bi xr ly hanh chinh, xir ly ky luét hodc truy ctru trach nhiém
hinh sur. Néu gdy thiét hai vé tai san thi phai bdi thudng theo quy dinh cua
phép luét ./. { '
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